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Safeguard your Identity

The numbers associated with identity theft are adding up fast. Reports estimate that
as many as 750,000 Americans are victims of identity theft every year. There is no
absolute protection against identity theft but there are steps you can take to protect
yourself, many of which are very simple:

Secure your mail - don’t leave mail in your mailbox overnight or on weekends.
Never mail outgoing bill payments and checks from home.

Safeguard your social security(SS) number - never carry your SS card as it gives
thieves access to your credit report and bank accounts.

Never leave ATM, credit card or gas station receipts behind.

Don’t let your credit card out of your sight - Criminals buy off waiters who scan your
card and collect your credit card information.

Know who you are dealing with - when asked for private identity or financial
information, make no response other than to get their name, what company they
represent and the reason for the call. If you think the request is legitimate, contact
the company and confirm what you were told before revealing any personal data.
Take your name off marketers’ lists (Call: Do-Not-Call registry at 1-888-382-1222)
Don't disclose credit card or other financial account numbers on a Web site unless
the site offers a secure transaction (an icon lock appears on the page & the URL
address changes from “http” to “https”).

Monitor your credit report — obtain and thoroughly review your credit report at least
once a year to look for suspicious activity.

Tear up unwanted documents that contain personal information.

Review your credit card statements carefully.

If something does go wrong:
e Contact the fraud departments of each of the three major credit bureaus and
request a “fraud alert” be placed in your file.

Equifax 1-800-525-6285; Experian 1-888-397-3742; TransUnion 1-800-680-7289
oFile a report with your local police department and get a copy of the police report
for the bank or credit card company.
eContact creditors for any tampered accounts or fraudulently opened accounts.
eKeep records of everything involved in your efforts to clear up the fraud.







